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Po6oua mporpama CKJIaieHa Ha OCHOBI OCBITHBO-IIPO(ECIifHOT IIPOrpamK MiArOTOBKH
MaricTpis ranysi 3HaHb 12 IagopmaniitHi TeXHOOTI creniansHocTi 121 IHxKeHepis
TIporpamMHoro 3abe3rneyeHHs, 3aTBepxeHol BueHoro Paznoro 3VHY (mportokon Ne A0
Bin«dd» o6 2023p).

PoGouy mporpamy CKiaB IOLEHT Kahenpu KOMIT'FOTEPHHX HayK, K.T.H. Pycian
INEBUYYK

Po6oua mporpama 3aTBep/PKeHa Ha 3acinaHHi Kadeapy KOMIT FOTEPHUX HayK, IPOTOKOI
Nel Bin 28 cepmast 2023p.

3aBinyBau kadepH 1.T.H, Tpodecop V% Anppiii [TYKAC

/g

Po3risHyTO Ta CXBaJIEHO TIPYIIOHO sa6esnedyenHs cremjampHocti 121 Trokenepis
TporpamHoro 3abe3neyeHHs, IpOTOKOJ Nel Bix 30 ceprs 2023 p.

I'onoBa rpymnu
3a6e3reveHHs CIelialbHOCTI,
1.T.H., mpodecop uxona JIMBAK

v
- % Ipuna CITIBAK

Tapant OI1
K.T.H., IOLIEHT
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CTPYKTYPA POBOUOI ITIPOI'PAMHU HABYAJIBHOI TUCIUTLIITHA
«MeToam Ta 3ac00HM 32aXHUCTY IPOTPAMHOIO 320e3MeYeHHA»
1. Onuc aucuumiainm «MeToam Ta 3ac00M 3aXHUCTY MPOrPAMHOIO

3a0e3nmeYeHHA»

Jucnumiina «Metoau Ta 3acoou
3aXKCTy MPOTrPAMHOTO
3a0e3meueHH I»

l'anmy3p 3HaHB,
CIeIIaTbHICTh, CTYIIHb
BHIIOT OCBITH

XapaKkTepucTHKa HaB4YaJIbHO1
JUCIUILIIHA

KinbKicTh KpeauTiB :
JHenna - 5
3aoyHa - 5

l'any3b 3HaHb - 12
“Tndopmartiiai
TEXHOJIOTI1”

Craryc qUCHUTLIIHA:
000B’s13K0Ba

MoBa HaBYaHHS;
yKpaiHCbKa

KinbkicTh 3a1iK0OBUX MOJYIIB - 4

CroeranpHicTh: 121

Pik migroToBKH:

«Imxkenepist mporpamuoro |[Jenna — 1
3a0e3neueHHs» 3aouna - 1
Cemectp:
Jlenna — 1
3aouna —1
KinbkicTh 3MicToBHX MOAymiB — 2 | CTymiHb BUIIOi OcBiTH — | JIekmii:

Mmarictp

/lenna — 30 ron,
3aouna — 8 ron.
[TpakTuyH1 3aHATTS:
/[enna — 14 Ton,
3aouna — 4 ron.

3arajnpHa KUIBKICTH TOIWH
Henna — 150
3aoyna — 150

Cawmocriitna po0oTa:
/[enna — 98 Ton,
TPEHIHT — 4 TO/I.,
3aouna — 138 ron.
[nguBimyanpHa poboTa:
Jlenna — 4 ron.

THXHEBUX TONNH:
Jlenna dopma HaBuanHs — 10 rog., 3
HUX ayJUTOPHUX 3 TOJ. (JICKIIHHUX

— 2 roj., IpakTUYHUX — 1 TO1.)

By mizcyMKoBOTO KOHTPOJTIO —
eK3aMeH

2. MeTa i 3aB1aHHS BUBYEHHS IUCHMILIIHU «MeToam Ta 3ac00U 3aXUCTY
NPOrpamMHoro 3aée3nev4eHHs»

2.1. MeTa BUBYEHHS JUCHHUILIIHA
Mertoro Kypcy ,,Meronu Ta 3aco0HM 3aXUCTy MPOTPAMHOTO 3a0e3MEeUeHHS” €
BUBYCHHS CTYJICHTAMU METOOJOTIYHUX Ta METOJUYHHUX MUTAHb MI0JI0 TOCIIIKEHHS
BPa3MUBOCTEHN Ta 3aXUCTy MPOTPAMHOTO 3a0e3MeUeHHs], HA0YyTTS CIeliaJbHUX 3HAHb 1
MPAKTUYHUX HABUKIB 3aCTOCYBaHHS METOMIB Ta 3aco0iB MOOymoBH e(EeKTHBHHUX
CUCTEM 3axXHUCTy mporpamHoro 3adesneuenHs. Kypc "Meronu Ta 3acobu 3axucty 13"
OXOIUTIOE TEOPETHYHI Ta TMPAKTUYHI OCHOBH POOOTH 3 MeEToJaMH Ta 3aco0amu
JOCITIJDKEHHS BPA3JIMBOCTEH Ta 3aXUCTY MporpamMHoro 3abesneueHds. Ha3zBanuii xypc
MOBUHEH CIpUATH (GOPMYBAHHIO BHUCOKOKBaTi(hiKOBaHUX (DaxiBIliB B Taiy3i 3HAHb
«IadpopmaTrKa Ta 0OUMCITIOBAIIEHA TEXHIKA.




OBOJIOAIHHS UMM KYpCOM IIOBUHHE BHUPOOUTH Yy CTYJEHTIB HABUYKH
MPAaKTUYHOTO BUKOPUCTAHHS CYYaCHUX METO/IB 3aXUCTY NPOrpaMHOro 3a0e3neueHHs .

BuBuennst kypcy "Metoau Ta 3aco0M 3aXHCTy NPOTPaMHOrO 3a0€3MEUYCHHS
nepeadayae HAsABHICTb CUCTEMATHUYHMX Ta IPYHTOBHHMX 3HAHb 13 CYMDKHHUX KYpCIB
(Oesmeka mporpaM Ta JaHUX, JUCKpPETHA MaTeMaTHKa, OCHOBU MpPOTpaMyBaHHS 1
QITOPUTMIYHI MOBHM, OCHOBH IpOTpamMyBaHHs, OpraHi3alis KOMII IOTEPHUX MEPEK,
MpOrpaMyBaHHs IHTEPHET, OMNEpalliiiHl CUCTEMHU, SKICTh MPOTPAMHOT0 3a0e3IeUeHHS
Ta TecTyBaHHs, TexHosoris NET), uinecnpsMoBaHoi poOOTHM HaJa BHUBYEHHIM
CHELIAIbHOI JIITEpaTypH, aKTUBHOI POOOTH Ha JEKILISAX, NPAKTUYHUX Ta MPAKTHUYHUX
3aHATTAX, CAMOCTIHHOI POOOTH Ta BUKOHAHHS 1HIMBIAYAIbHUX 3aBJaHb.

2.2. 3aB1aHHS BUBYEHHS JUCHUILIIHA

VY pesynbraTi BHUBUEHHS Kypcy "Meroau Ta 3aco0M 3aXHCTy IMPOTPAMHOTO
3a0e3neyeHHs" CTYJeHTH MOBUHHI 3HATH:

® cyd4acHi MeTonu 3axucty 113;

Mojiens SSDLC;

BUMOTH OC3MCKH IS IPOTPAMHOTO 3a0C3ICUCHHS;

METOJIM Ta 3aC00M OOMEKCHHS JIOCTYITY JIO ITPOTPAMHOTO 3a0e3eCUeHHS;

kacudikarito BpaiuBocteit [13;

0co6mBOCTI BpazimmBocTelt y [13;

0COOJIMBOCTI KOH(ITYPYBaHHS CUCTEM OE3IEKH.
Meta npoBeACHHS JISKII TMOJSIrae y TOMy, 00 O3HAMOMHUTH CTYACHTIB 13
OCHOBHMMH  BIIOMOCTSIMH  IIOAO aHami3y Ta JOCHIIKEHHS  Bpa3JIMBOCTEH
IPOrpaMHOro 3a0e3Me4eHHs] Ta BUKOPUCTAHHSA CYyYaCHHUX METOIB Ta 3aco0iB st
3aXUCTY MPOTPAMHOTO 3a0€3MeUeHHS B1Jl MOTEHIIHHUX 3arpo3.

Merta npoBe/IeHHS JISKIIiH TOoJIsITaE y:

® BHKJAJCHHI CTyJIEHTaM Y BUIMOBIAHOCTI 3 TPOrpamMor0 Ta POOOYMM ILIAaHOM

OCHOBHUX TOHATB II0JI0 3aXKUCTYy MPOTPAMHOTO 3a0€3MEUeHHS;

e chopmyBaTH y CTYJCHTIB IUTICHY CUCTEMY TEOPETHYHHUX 3HaHb 3 Kypcy "Metoau

Ta 3aCO0M 3aXUCTY POTrPaMHOTO 3a0e3MeYeHHS "

Meta mnpoBefeHHS MPAKTUYHUX 3aHITh TMOJSTaeE y TOMY, 100 BUPOOUTH Y
CTYZICHTIB TPAKTUYHI HABUYKH PO3POOKH MPOrPaMHOTO 3a0e3MeUeHHs BIIMOBITHO 0
monem SSDLC.

3aBnaHHA POBEICHHS MPAKTUYHUX 3aHATh:

® O3HAMOMHTH 3 HAWOUIBII TOUIMPEHUMH  BPA3JIMBOCTSMHU  MPOrPAMHOTO
3a0e3meuenns BianosiaHo 10 TOP 10 OWASP;

® OTpHMATH HABWKH aHaNi3y Ta JOCTI/DKEHHS BPa3JIUBOCTEH MPOTrpaMHOTrO
3a0e3neueHHs 3a JIOTIOMOTO0 CyJaCHUX TIPOTPAHUX 3aCO01B;

® OTPHMATH MPAKTUYHI HABUKU PO3POOKH 3aXHINEHOTO MPOTPAMHOTO 3a0€3MECUCHHS
BigmosigHo 10 Moxem SSDLC.

® 03HAMOMHTHUCH 3 CYJaCHIMHU METOJIaMH Ta 3aCO0aMHU 3aXUCTY MPOrpam;

e TMOIIE 3aCBOITH Ta 3aKPIMUTH TEOPETUYHI 3HAHHS, O/ICPKaH] Ha JISKITISIX.



2.3. HaiiMeHyBaHHSI Ta ONHUC KOMIIETEHTHOCTeil, JopMyBaHH KOTPHX
3a0e3neyye BUBYCHHA AUCHUILIIHM «MeToau Ta 3aco0M 3aXMCTy NPOrpaMHOro
3a0e3me4eHHA».

e CKOS. 3natnicTh po3poOATH, aHANII3yBaTH Ta 3aCTOCOBYBATHU crenudikairii,
CTaHAapTH, MNpaBwiIa 1 pekoMmeHaanii B cdepl 1HXKEHepii MHpOrpaMHOro
3a0€3IICUCHHS;

e CKO08. 3natHicTh pO3pOOISATH 1 KOOPAMHYBATH MPOLIECH, €Talu Ta ITepauii
KUTTEBOTO ULHUKIY HPOrpaMHOro 3a0e3MEUeHHs Ha OCHOBI 3aCTOCYBaHHS
CydYacHUX MoOJelel, METOMIB Ta TEXHOJOrii po3po0JeHHS MNPOrPaMHOrO
3a0€3ICUCHHS;

e CKO09. 3patHicTh 3a0€3ne4yBaTH SKICTh MPOrPAMHOI0 3a0€3MEUYCHHS;

e CKI10. 3paTHicTh po3po0IsTH IporpamMHe 3a0e3NedYeHHs, BUKOPHUCTOBYIOUH
KoHUemnii iHdopMamiitHoi 0e3neku, 6e3neku 0a3 TaHUX, MEPEXKEBOi Oe3NeKu
Ta KpUunrorpadii.

2.4. llepenymoBu 1Jjisi BUBYEHHS JUCHHUILIIHM 0a3yeThCcsl Ha 3HAHHI TaKUX
mucuuiutia: «be3neka mporpam Ta JIaHUX», «ANTOPUTMU Ta CTPYKTYPHU JaHUXY,
«AHani3 BUMOT /IO TPOrPaMHOro 3a0e3MeUeHHs», «APXITEKTypa Ta MPOEKTYBaHHS
NpOrpaMHOro 3abe3neueHHs», «3aco0u mporpaMyBaHHsS 0a3 JaHUX», «APXITEKTypa
KOMIT t0Tepay, «OCHOBH MPOrPaMHOT 1HXKEHEPID».

2.5. Pe3yJ11>TaTn HABYAHHS

VY pesynbraTi BUBYEHHA Kypcy "Meromu Ta 3aco0M 3aXHCTy MPOTPAMHOTO
3a0be3neueHHs" CTYJIEHTH TIOBMHHI OILIHIOBaTH 1 BUOUpaTH MeToAM 1 Mozeni
PO3pOOKH, BIIPOBAKEHHSI, EKCIUTyaTallii MporpaMHUX 3ac001B Ta YNpPaBIiHHA HUMH Ha
BCIX eTarax >KUTTEBOTO IUKITY.

[IporpamHi pe3ynbTaT HaBYAHHS:

e PHOl. 3matm 1 3acTocoByBaTH cydacHi mpodeciiiHi cTaHmapTd 1 1HIII
HOPMaTHUBHO-TIPABOBI JJOKYMEHTH 3 1H)KEHEPii MPOrpaMHOro 3a0e3MeUeHHS;

e PHO7. AmnamizyBaTH, OIIIHIOBaTH 1 3aCTOCOBYBaTH Ha CHCTEMHOMY piBHI
CydacHI TporpamMHi Ta amapaTHi TIaTGOpMH MJiS PO3B’SI3aHHS CKIIATHUX
3a/1ad iHKEHepil MporpaMHOTO 3a0e3MeueHHs;

e PHOS8. Po3pobsstu 1 MoaudikyBaTH apXiTeKTypy NpOrpamMHOTo 3a0e3reueHHs
JUISL peatizallii BUMOT 3aMOBHHUKA;

e PHI13. KondirypyBatu nporpamue 3a0e3ne4eHHs, KEpyBaTH MOT0 3MiHAMU Ta
pO3p0o0IEHHSIM TPOTrpaMHOT JOKYMEHTAIIIl Ha BCIX €Tamax XUTTEBOTO IHUKITY;

e PHIS8. IlnanyBaTu, OpraHizoByBaTH, BIPOBAJXyBaTH Ta KOHTPOJIOBATH
pO3pOOKYy TpoTrpaMHOTO 3a0e3MmedYeHHs CHCTEM 3axucTy 1HdopMaIrii,
BHKOPUCTOBYIOYHM KOHIIENIIi iHpopMamiiiHoi Oe3nekn, Oe3nekn 6a3 JaHuX,
MepexeBoi 0e3nekn Ta Kpunrorpadii.



3. IlporpaMma HaBYaJIbLHOI TUCHUILTIHU
«METOJIU TA 3ACOBH 3AXUCTY IIPOI'PAMHOI'O
3ABE3IIEYEHHS »

3micToBHMI MoayJb 1. Oco0IMBOCTI 32XHCTY NPOrPAaMHOIO 3a0e3ne4eHHs

Tema 1. 3SATAJIBHUM OT'JISI] METOJIIB TA 3ACOBIB 3AXUCTY II3

Mera 1 TonuIbHICTh BUKOpUCTaHHA cucTeM 3axucty 113. Knacudikaris cucrem
3axucty 113. OcnoBHi Metoau 3axucTty [13. Kputepii oniHIOBaHHS Ta OCHOBH1 BUMOTH
10 po3pooku C3I13.

Jlitepatypa: 9-15

TEMA 2. MOJIEJIb SSDLC.

Bumorn 6e3neku ans po3pooku I13. OcobnuBocTi auzaiiny 3axumienoro I13.
Peanizauis 3axumenoro I13. OcobnuBocTi TectyBanHsi Oe3neku I13. Excrimyararis
3axuieHoro I13.

Jlitepatypa: 1-6, 13,14

TEMA 3. HE®YHKHIOHAJIBHI BHUMOI'M BE3IEKHN IS
PO3POBKU 113

Bumorn aBrenTudikaii. Bumoru no naponis. Bumoru 1o aBropusartii
Bumorn no Cookies ta Timeouts. Bumoru mo ceciii kopuctyBauiB. Bumoru mo
BBEJICHHS \ BUBEICHHsI. BUMOTH /10 JIOTyBaHHS

Jlitepatypa: 6, 9-12

Tema 4. 3AXHUCT HIPOI'PAMHOI'O 3ABE3IIEYEHHSA BIJ
HECAHKIOIOHOBAHOI'O AOCJII>KEHHSA

Metonu TOCHIKEHHS MPOTPAMHOTO KOYy. 3ac00M TOCTIIKEHHS POTPaMHOTO
koxy. [lpuHmunu Ta MOAXOAM IIOAO 3aXUCTy MPOrPaMHOrO  KOAY  BiX
HECaHKIIIOHOBAHOTO JOCIII>KEHHS.

Jlitepatypa: 13,14
3MmicToBHUIT MoayJb 2. Oco0JHBOCTI aHAMI3y Ta JOCHIIKEHHSI BPa3iMBOCTeil
NMPOrpaMHOro 3ade3neyYeHHsI.

Tema 5. KJIACHU®IKAIISA BPA3JIMBOCTEM ITPOIPAMHOI'O
SABE3INEYEHHSA

OWASP TOP 10. Web Application Security Consortium Threat Classification.
OWASP Top 10 Mobile Risks. Common Vulnerabilities Scoring System.

Jliteparypa: 2,3
Tema 6. 3ACOBU AYJUTY BE3IIEKU TA AHAJII3Y 3AXHIIEHOCTI
MMPOI'PAMHOI'O 3ABE3IIEYEHHSA

3acobu aymuty Oe3mekm web-gomarkiB. 3acoOM BHUSBIICHHS Bpa3IMBOCTEH
nporpaMHoro 3abe3nedeHHs. OcoOaUBOCTI KOH(MIrypyBaHHS CHCTEM Oe3leKkn web-
IOATKIB.

Jlitepatypa: 2-7



4. CTpyKTypa 3a/1iKOBOr0 KpeauTy JUCUUILIiHA ,,MeToau Ta 3aco0H 3aXHCTy
NMPOrpamMHoro 3aée3ne4eHHs”

KinpkicTb roaua

ﬂeHHa(bOpwulHanaHHﬂ \ Jlexuii [paktnuni | Camocriitna | [aauBigyans | KoaTpo
3a04Ha (hopMa HABYAHHS poboTtu pobora Ha poboTa TBHI
3axo0au
3microBuii moayJb 1. Oco0JMBOCTI 3aXMCTY NPOrpPaMHOro 3ade3nevyeHHst
Tema 1. 3arameamii  ormn| 4\1 3 16123 - Ycue
METO/IIB Ta 3ac001B 3axucty 13 OnuTyBa
HHA Ta
TEeCTyBaH
H
Tema 2. Monens SSDLC 6\2 3\2 18123 2 Ycue
OIUTYBa
HHA Ta
TEeCTYBaH
HJ
Tema 3. Hedyukuionansui| 4\2 2\2 16\ 23 - Ycue
BUMOTH O€3MeKH IS PO3POOKH ONHTYBA
H3 HHA Ta
TEeCTYBaH
HJ
Tema 4. 3axuct mnporpamuoro| 4\1 2 16123 - Ycne
3a0e31neueHHs BiJ OLHTYBA
HECAHKI[IOHOBAHOT'O HHA Ta
. TeCTyBaH
JOCITIIKEHHS e
3micTroBuii MoayJb 2. Oco0JIMBOCTI aHAJI3Y Ta JOCTIIZKEHHS BPa3JIMBOCTEH
NMPOTrPaMHOIo 3a0e3MeYeHHs.
Tema 5. Knacudikamis| 6\1 2 16\23 - Ycue
BpPa3JIMBOCTEN  MPOrpamMHOI0 OTHUTYBa
3a0e3MneueHHs HHA Ta
TCCTYBAH
HiA
Tema 6. 3acoom aymury| 6\1 2 16123 2 Ycue
Oe3neku Ta aHaJI3y OLMTyBa
3aXHUILEHOCTI MIPOrPaMHOI0 HHA Ta
TECTYBAH
3a0e3IeYeHHS e
Paszom| 30\8 14\4 98\ 138 4

5. TemaTuKa NPAKTUYHHUX 3aHATH
Ipaxkruune 3anarTa Ne 1 (4\ 1 rox.)
Tema: Bpa3nuBocTi Ta BEKTOpPH aTak Ha Be0-3aCTOCYHKH BimmoBimHoro g0 TOP 10

OWASP.

Mera: OTpuMaTi NMPaKTHYHUN JTOCBIJ €KCIUTyaTallii Bpa3auBOCTEH Be0-3aCTOCYHKIB

y cepenoBuiini bWAPP.

Ipaxkruune 3anarTa Ne 2 (6 \ 2 rox.)




Tema: AHali3 3aXHIEHOCT] Be0-0a30BaHOr0 MPOrPaMHOTO 3a0€3MeUeHHS

Merta: BuBuenHs MeToAiB Ta 3ac00iB 300py iH(popMaIlii mpo 3axuct Bed — pecypcis.
IMpakTuune 3ansarTa Ne3 (4 \2 rox.)

Tema: ABToOMaTUUYHUI aHaIIi3 BPa3IMBOCTEN MPOrpaMHOro 3a0€31eUEeHHS.

Mera: ®opmyBaHHS BMiHb 1 NpPaKTUYHUX HABUKIB OLIHKK BpasziuBocted [13
BianosiaHo 10 CVSS 3 gonomoroto ckanepa OpenVAS.

MpakTuune 3ansarTsa Ned (4\ 1 rox.)

Tema: ®opMyBaHHSI BUMOT /10 3aXUIIEHOr0 MPOTPAMHOT0 3a0€3MEeYeHHs BIANOBIIHO
no SSDLC.

Mera: OTpumaTu NpPaKTUYHUM JOCBiL (opMyBaHHS HE(YHKIIOHAJBHUX BUMOT
0e3MeKH 10 MPOrpaMHOro 3a0e3ne4YeHHs.

MpakTuune 3ansaTTs Ne5 (6 \ 1 rox.)

Tema: Po3poOka mpoTOTUIY 3aXHUIIEHOT0 MPOrPaMHOro 3abe3nedYeHHs BiAMOBIIHO /10
SSDLC.

Mera: Po3poOutu apXiTekTypy nporpaMmue 3adesneueHHs BianoBigHo 10 SSDLC.
MpaxkTuune 3ansaTTsa Ne6 (6 \ 1 rox.)

Tewma: Peanizaiiist 3axuiieHoro nporpamMHoro 3abesneueHHs BianosigHo 10 SSDLC.
Merta: PeanizyBaTtu nporpamue 3a6e3nedeHss BianosiaHo 10 SSDLC.

6. KommuiekcHe npakTHYHe iHAUBIAyaJIbHe 3aBIAHHA

[HauBiAyanbHl 3aBAaHHA 3 JUCHMIUIIHA «MeToau Ta 3aco0u  3aXHCTY
nporpamMHOro 3abe3rneueHHsT " BUKOHYETBCS CaMOCTIHHO KOXKHMM cTyaeHTtoMm. KIII3
OXOILTIOE yCi OCHOBHI T€MH IHUCUHUILIIHE «MeToau Ta 3aco0H 3aXHCTy IPOrPaMHOrO
3a0e3neueHHs». MeToro BukoHaHHs KIII3 € oBOJIOMiIHHS HaBHYKaMHU 3aCTOCYBaHHS
teopetnuHuX. KIII3 odopMiIroeTbess y BiAMOBIMHOCTI 3 BCTAHOBICHUMH BHUMOTaMHU.
Bukonanns KIII3 € ogHUM i3 000B'SI3KOBHX CKIIAOBHX MOJYIIIB 3aJTIKOBOT'O KPEIUTY
3 IUCHMILTIHA «MeTou Ta 3ac00M 3aXUCTY MPOTPAMHOTO 3a0€3ICUCHHSI».

Bapiantu KIII3 3 aucrumaian "Metoan Ta 3aco0M 3aXUCTy IPOTPaMHOIO
3a0e3mneueHHs "

1. Po3pobutu iHTEpHET pecypc Mg iMiTarii (IIIMHTOBUX aTaK Ta CTBOPHUTH

AHATITUYHY CUCTEMY JJIsl HbOTO.

2. Po3poburn cMmapr-kKOHTpakT Ha 6asi Omokueitny Ethereum s mpogaxy
TOKEHIB.

3. Po3pobutu cMmapT-KOHTpakT Ha 0a3i OnokueiHy Bitcoin i Tpogaxy
TOKEHIB.

4. Po3pobutu nmporpaMHuil TPOIYKT JJISI TOKCHI3aIil

5. Po3pobutu creranorpadiuay cuctemy sl MpUXoBYBaHHS iHGopmariii y bmp-
daiinax.

6. Po3poOutu creranorpadiuny cucteMy Ijisi MPUXOBYBaHHA iH(opmarllii y wav-
daiinax.

7. TlpoBecTu peiHKEeHEPio MPOrpaMHOro MPOAYKTY BianoBiaHo g0 BuMor GDPR.



8. OuiHUTH piBEHb 3aXMIIEHOCTI CaWTy poO3pO0JEHOr0 13 BUKOPHCTAHHIM
texHosorii ASP.NET posropayroro Ha BipTyanbHIi MalllWHi, BIAIOBIAHO 0
TOP 10 OSWAP. Hagatu pexomeHalii mo/10 TOKpaIieHHs 3aXUCTy CauTy.

9. OuiHuTH piBEHb 3aXMILEHOCTI CalTy pO3poOsieHOro i3 BukopuctanHsm PHP
PO3TOPHYTOr0 Ha BipTyaibHId MamuHi, BiamosigHo 10 TOP 10 OSWAP.
Hanatu pekoMenaariii mo/10 mokpaieHHs 3aXUCTy CauTy.

10.Po3poOutu nporpamuuil npoaykTt ais ananizy UDP tpadiky.

11.Po3poOutu nporpamuuil npoaykT ans ananizy HTTP tpadiky.

12.Po3pobutu nporpamuunii mpoaykT st ananizy TCP\IP tpadiky.

13.Po3poOutu mporpaMHuid OpOAYKT Ajid MM@pyBaHHA (GallIiB CUMETPUUYHUM
IITOPUTMOM

14.Po3poOuty mporpaMHU TPOAYKT s mUdpyBaHHS (aililiB aCUMETPUYHUM
IITOPUTMOM

15.Po3poOutu ckpunt, sikuil Oyne OnokyBaTu usb-moptu komm’torepa. [lpu
BCTaBJICHHI UsSb-HOCIsT y usb-mopT CKpUNT MOBHHEH (HOPMYBATH EICKTPOHHHIMA
JUCT 13 1H(OpMAIlI€IO PO 3aJOTIHEHOTO KOPUCTYBaya, JIaTy Ta 4ac BCTABJICHHS
NPUCTPOIO Ta BIAMPABIATHCH HA €JICKTPOHHY TIOIITY.

16.PeanizyBatu anroput™ 3axucty II3 13 mnpuB’s3ko0 [0 amapaTHOro
3abesrneueHHs (MiHiMyM 2 ipuctpoi [1K).

17.PeanizyBatu anroputm 3axucty 113 i3 nmpuB’sa3k010 10 ¢emi-Hocis.

18.Po3pobuTtu BeO-renepaTop HaAIHHUX TTApPOJIiB

19.Po3pobutu BeO-pecypc Aisl IEPEBIPKUA CKIATHOCTI TAPOJIs

20.PeanizyBatn mexanism CAPCHA (Completely Automated Public Turing test to
tell Computers and Humans Apart) y BUIJIsSi 3aUTy BiAMOBIAI HAa MATAHHS

21.PeanizyBatn mexanisMm CAPCHA (Completely Automated Public Turing test to
tell Computers and Humans Apart)y BUTJIs/I1 3alIATY BiATOBIAI HA Pe3ysbTaT
MaTeMaTUYHOI Iil

22.Po3pobutu BeO-pecypc I TeHepallii IPOCTHX YUCeT

23.Po3pobutu BeO-pecypc tury WhoiS

24.Po3pobutH XenI-KaabKyJISaTOp BiAMOBIAHO 10 anroputmy SHA-1

25.Po3pobutn Xenr-KanbKyJIsTop BiMOBIAHO 10 anroputmy MDS5

/. CamocrTiiina po6ora

No K-c1B K-c1B
u/n TemaTnka TOAHUH rOAHUH
(nenna) | (3aouHa)
1 TeC.TYBaHHH 3aXUIICHOCTI MEXaHI3My yIpaBIIHHS 8 12
cecisiMu
2 | TecryBaHHS 3aXHIIEHOCTI TPAHCTIOPTHOTO PiBHS 8 10
3 | Anami3 mpoTeKTOpiB 8 12



https://msdn.microsoft.com/ru-ru/library/ff184050(v=vs.100).aspx

4 | Ilomyk BpaznuBoctei 1o arak CSRF 8 12

5 | [Momyxk BpaznuBocTel 10 atak XSS 8 12

6 | Ilomyk Bpaznuocteil 1o atak RCE 8 10

7/ | Anami3z Metasploit Framework 8 12

8 CepenoBuille  TECTyBaHHS  3aXMILEHOCTI  BeO- 8 12
nonatkiB Burp Suite

9 AHaniz cnerianai3oBaHUX CKaHEpIB Bpa3jIuBOCTEH 10 12
Be0- 3aCTOCYHKIB

10 Ocob6nmBocCT1 MpOrpaMHOi peanizaris 8 10
KpunTorpadiyHuX aJrOPUTMIB

11 | Meroau 6e3neunoi peanizanii [13 8 12

12 | be3sneuna koHdirypaiis bJ] 8 12

Pa3zom: 98 138

8. TpeHiHr 3 AUCHUILTIHA

Temaruka: IlpoBegenns CTF (Capture The Flag) na Temartuky
3aXMCTy/aTaKu Ha MPOTPAMHOTO 3a0e3MeYeHHSI.

3aBiaHHsA Ta CTPyKTypa: Y KOHTEKCTI Ha ataky/3axuct (Attack-Defence,
aTaka-3aXMCT, HAIMaI-3aXUCT) KOKHA KOMaHJia OTPUMY€ BJIacHy Mepexy (abo nuiie
onuH xocT) 3 Vulnarable services. 3a3Buyaii kOMaHIW MalOTh Yac JJIs MMAaTYCHHS
CBOIX CEpBICIB Ta PO3POOKM EKCIJIOWTIB. A TOJI BHUKJIagad 3'€IHYE yYaCHHUKIB
3Maralb — 1 TMOYMHAETHCs OoiioBa rpa! HeoOXimHO 3aXMCTUTH BJACHI CEpPBICH Y
TOYKaX 3aXHCTy (MyHKTax OOOpPOHM) Ta XaKHYTH OIIOHEHTIB y TOYKax aTakH.
3aiexHo BiJl XapaKTepy KOHKPETHOI IpU KOMaHIW MOXKYTh HamMaraTuCs 3aXONUTHU
npamnop cynepHuka ado MiJIcaiuTH CBI Mpanop Ha MAlIUHY CyNMPOTUBHUKA.

9. Kpurepii, popMu NOTOYHOr0 Ta MiICYMKOBOI0 KOHTPOJIIO

Y HaB4aJIbHOMY TMIpOIEC] 3aCTOCOBYIOTHCS: JIEKIli, B TOMY YHCII 3
BUKOPUCTAHHIM MyJbTUMEAia Tpoekropa Ta iHmmx T3H; mpakTuuHi 3aHATTS, B Y
KOMIT'FOTEPHOMY KJIacl; IHAUBITyanbH1 3aHsATTs; BukoHaHHs KIII3, TpeHinr.

VY mporieci BUBYEHHS AUCHUILIIHU «MeToau Ta 3aco0M 3aXHCTy MPOTrPaMHOIO
3a0e3MeueHHs» BHKOPUCTOBYIOTHCS HACTYIIHI METOJIM OIIHIOBAaHHS HaBYaJIbHOI
pOOOTH CTYACHTIB:

- TOTOYHE TECTYBAaHHS Ta ONMUTYBaHHS,

- 3aJIIKOBE MOJTyJIbHE TECTYBAHHS Ta OTIUTYBAHHS;

- omiHroBanHsa BukoHanusa KI1I3;

- PEeKTOpChbKa KOHTPOJIbHA POOOTA;

- TPEHIHT;

- eK3aMeH;

- iHIIe.


https://uk.wikipedia.org/w/index.php?title=Vulnarable_services&action=edit&redlink=1

10. Kpurepii, ¢opMH NOTOYHOI0 TA MiACYMKOBOI'0 KOHTPOJIIO
[TincymkoBwuii 6an (3a 100-0anbpHOI 1MIKaI00) 3 JUCHMILTIHA «MeToau Ta 3acodu
3aXHMCTy MPOrPaMHOroO 3a0€3MEeUEHHs» BU3HAYAETHCA SIK CEpeAHbO3BAXKEHA BEJIUYMHA,
3aJIEKHO B1Jl MUTOMOI Barv KOXKHO1 CKJIAJI0BOI 3AJIIKOBOTO KPEJIUTY:

3aiKOBHI MO/TYJIb

3
3aiKoBHA MOTYIb 2 (mzcymKoBa 3anikoBuid MOTyITb 4
3asnikoBHiA MOIYIH 1 (pexTopchka ominka 3a KIII3, (muceMOBUIA Pazom
KOHTPOJIbHA POOOTa) BPAXOBYIOUH eK3aMeH)
MOTOYHE
OTNIUTYBaHHS)
20% 20 % 20 % 40% 100%
Mogyns 1 (temu 1- | Monaynb 2 (Temu 4- 1. Hantucanus ta 1. TecroBi 3aBaaHHs
3) 1. Ycue 6) 1. Ycue 3axuct KIII3 =80 | (25 TectiB o 2 Ganu
ONUTYBAaHHS M1Jl Yac | ONMUTYBAHHS I yac Oamnis. 2. 3a TecT) — Makc. 50
3aHATTA (3 TeM 1o 3aHATTS (3 TeMU 1o BukonaHHA OaniB 2. 3aBganHs. 1 100
15 GamiB =45 6aniB) | 10 6ani = 30 6aiB) 3aBIaHb [T 9ac — Makc. 25 Oaiis 3.
[TucemoBa pobota = | IlucbmoBa poborta = TpeHinry = 20 3aBiaHHA. 2 — MakKc.
50 GaniB 70 6aniB OaniB 25 GamiB
[1Tkasa OoriHIOBAHHS:
y3q LIKAJIOKO 3a HalllOHAJILHOIO 3a mxanomo ECTS
HIBEPCUTETY LIKAJIOI0
90-100 BIIMIHHO A (BiIMIHHO)
85-89 noope B (myxe no6pe)
75-84 C (no6pe)
65-74 3aJ0BUIBHO D (3a710BUIBHO)
60-64 E (nocratapo)
35-59 HE3aJI0BUTbHO FX (He3a10BUTbHO 3 MOMJIMBICTIO IOBTOPHOT'O CKJIA[aHHSI)
1-34 F (He3an0BU1bHO 3 000B'SI3KOBUM MIOBTOPHUM KypPCOM)

11. IncTpymMeHTH, 00JIaJHAHHSA TA NPOrpaMHe 3a0e3neYeHHsl, BAKOPUCTAHHA
SIKUX Mepeadavyac HaBYAJIbHA TUCIUILIIHA

Ne HalimenyBaHHS Homep temu
1 EnextpoHHuii BapiaHT JEKIIiN 1-6
2. BuxinHi naHi ;u1si BAKOHAHHS MPAKTHYHUX 3aHSTh. 1-6
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